
Anonymous	Creden-als	

Anupam	Da2a	
CMU	

Fall	2015	

18734:	Founda-ons	of	Privacy	



Creden-als:	Mo-va-on	

•  ID	cards 		
– Some-mes	used	for	other	uses		

•  E.g.	prove	you’re	over	21,	or	verify	your	address	
– Don’t	necessarily	need	to	reveal	all	of	your	
informa-on	

– Don’t	necessarily	want	issuer	of	ID	to	track	all	of	
it’s	uses	

– How	can	we	get	the	func-onality/verifiability	of	
an	physical	id	in	electronic	form	without	extra	
privacy	loss	
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•  The	goal	
– Users	should	be	able	to		

•  Obtain	creden-als	
•  Show	some	proper-es	

– Without		
•  Revealing	addi-onal	informa-on	
•  Allowing	tracking	

Creden-als:	Mo-va-on	
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•  Other	applica-ons	
– Transit	tokens/passes	
– Electronic	currency	
– Online	polling	

•  Implementa-ons	
–  Idemix	(IBM),	UProve	(Microso[)	

Creden-als:	Mo-va-on	
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Today	

Focus	on	one	kind	of	anonymous	creden-als:	
electronic	cash		
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Security	without	Iden-fica-on	
David	Chaum	1985	
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Building	Blocks	

•  Commitment	schemes	
•  Blind	signatures	
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Commitments	

•  Like	locked	box	or	safe	
•  Hiding	–	hard	to	tell	which	message	is	commi2ed	to	
•  Binding	–	there	is	a	unique	message	corresponding	to	

each	commitment		

Msg	Msg	

,	Msg	
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Blind	signatures	

Alice	learns	only	signature	on	her	message.	
Signer	learns	nothing.	

Signature	
under	pk	on	m	

Signing	key:	sk	
Message:	m	
Verifica-on	key:	pk	

Msg	

Msg	Sign(sk,																	)	
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Background	on	RSA	Signatures	

•  Key	Genera-on	
– Generate	primes	p,	q;	N	=pq	
– Public	key	=	e;	private	key	=	d			s.t.		
				ed	=	1	mod	(p-1)(q-1)	

•  Sign	
–  C	=	Md	mod	N	

•  Verify	
–  Check	M	mod	N	=	Ce	mod	N		
–  Note	Ce	mod	N	=	Med	mod	N	=	M	mod	N	
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Chaum’s	scheme	(1)	

N	=	pq	
e	=	3	
d	is	private	

Random	x,	r		
f	is	a	one	
way	
func-on	

B	=	re	f(x)	(mod	N)		

•  B	is	a	blinded	message:	does	not	reveal	informa-on	
about	f(x)	to	bank	

•  f(x)	is	a	commitment	to	x		 13	



Chaum’s	scheme	(2)	

N	=	pq	
e	=	3	
d	=	
mul-plica-ve	
inverse	of	3	 C	=	f(x)1/3	(mod	n)	

		

BC	=	r	f(x)1/3	(mod	n)		

•  BC	=	Bd	(mod	n)	is	a	blind	signature	on	B	
•  Bank	issues	blinded	coin	and	takes	$1	from	Alice’s	account	
•  Alice	extracts	coin				 14	



Chaum’s	scheme	(3)	

x,	f(x)1/3	(mod	n)	

•  Bob	calls	bank	immediately	to	verify	that	the	electronic	
coin	has	not	been	already	spent	

•  Bank	checks	coin	and,	if	OK,	transfers	$1	to	Bob’s	account	

Bob	verifies	
bank’s	
signature	on	
f(x)	using	
bank’s	public	
key	
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Can	we	do	be2er?	

•  Do	not	require	Bob	to	call	Bank	immediately	
•  Catch	Alice	if	she	tries	to	spend	the	same	coin	
twice	
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Untraceable	Electronic	Cash	
Chaum,	Fiat,	Naor	1990	
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CFN90	scheme	(1)	

N	=	pq	
e	=	3	
d	is	private	
k	is	a	
security	
parameter	

•  f,	g	are	collision-resistant	func-ons	
•  f(	.	,	.)		is	a	random	oracle	
•  g(x,	.)	is	a	one-to-one	func-on		
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Obtaining	an	Electronic	Coin	
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CFN90	scheme	(2)	

Account#:	u	
Counter:	v	
	
Random		
ai,	ci,	di,	ri	
1	<=	i	<=	k	

Bi	=	rie	f(xi,	yi)	(mod	n)		
1<=	i	<=	k	where	

xi	=	g(ai,	ci)	
yi	=	g(ai	⊕	(u||(v+i)),di)	

•  Bi		is	a	blinded	message:	does	not	reveal	informa-on	
about	f(x,y)	to	bank	

•  f(x,y)	is	a	commitment	to	(x,	y)		
•  x,	y	are	constructed	to	reveal	u	in	case	Alice	tries	to	

spend	the	same	coin	twice	 20	



CFN90	scheme	(3)	

R	=	random	subset	of	k/2	
indices	

Reveal	ai,	ci,	di,	ri	
for	i	in	R		

Check	
blinded	
candidates	
in	R	

•  Ensure	Alice	following	protocol	
•  Assume	R	=	{k/2+1,….,k}	to	simplify	

nota-on	 21	



CFN90	scheme	(4)	

N	=	pq	
e	=	3	
d	=	
mul-plica-ve	
inverse	of	3	

•  Bank	issues	blinded	coin	and	takes	$1	from	Alice’s	account	
•  Bank	and	Alice	increments	Alice’s	counter	v	by	k	
•  Alice	extracts	coin				
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Paying	with	an	Electronic	Coin	
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CFN90	scheme	(5)	

•  Steps	2,	3:	Alice	reveals	her	commitment	
•  Step	4:	Bob	check’s	Alice’s	commitment	and	Bank’s	

signature	on	coin	C	
•  Step	5:	Note	Bob	does	not	have	to	call	Bank	immediately	 24	



CFN90	scheme	(6)	
•  What	if	Alice	double-spends	(gives	the	same	coin	
to	both	Bob	and	Charlie)?	

•  Bank	stores	coin	C,	random	strings	z1,	z2,…,zk/2		
and	ai	(if	zi	=	1)	and	ai	⊕	(u||(v+i))	(if	zi	=	0)		

•  If	Alice	double	spends,	then	wp	½	Bank	obtains	ai		
and	ai	⊕	(u||(v+i))	for	the	same	i	and	thus	
obtains	Alice’s	iden-ty	and	transac-on	counter	
u||(v+i)	
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CFN90	scheme	(7)	
•  What	if	Alice	colludes	with	merchant	Charlie	and	
sends	the	same	coin	C	and	the	same	z	to	him	as	
she	did	with	Bob?	

•  Bank	knows	that	one	of	Bob	and	Charlie	are	lying	
but	not	who;	cannot	trace	back	to	Alice	

	
•  Solu-on:	Every	merchant	has	a	fixed	query	string	
different	from	every	other	merchant	+	a	random	
query	string		
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Summary		

•  Electronic	Cash	
– Untraceable	if	issued	coins	are	used	only	once	
– Traceable	if	coin	is	double	spent	
–  (Some)	collusion	resistance	

•  Instance	of	Anonymous	Creden-als	
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Ques-ons	
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Commitment	

•  Temporarily	hide	a	value,	but	ensure	that	it	
cannot	be	changed	later	
– Example:	sealed	bid	at	an	auc-on	

•  1st	stage:	commit	
– Sender	electronically	“locks”	a	message	in	a	box	
and	sends	the	box	to	the	Receiver	

•  2nd	stage:	reveal	
– Sender	proves	to	the	Receiver	that	a	certain	
message	is	contained	in	the	box	
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Proper-es	of	Commitment	Schemes	

•  Commitment	must	be	hiding	
– At	the	end	of	the	1st	stage,	no	adversarial	receiver	
learns	informa-on	about	the	commi2ed	value	

–  If	receiver	is	probabilis-c	polynomial--me,	then	
computa-onally	hiding;	if	receiver	has	unlimited	
computa-onal	power,	then	perfectly	hiding	

•  Commitment	must	be	binding	
– At	the	end	of	the	2nd	stage,	there	is	only	one	value	
that	an	adversarial	sender	can	successfully	“reveal”	

–  Perfectly	binding	vs.	computa-onally	binding	
•  Can	a	scheme	be	perfectly	hiding	and	binding?	
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Discrete	Logarithm	Problem	
•  Intui-vely:	given	gx	mod	p	where	p	is	a	large	
prime,	it	is	“difficult”	to	learn	x	
– Difficult	=	there	is	no	known	polynomial--me	
algorithm	

•  g	is	a	generator	of	a	mul-plica-ve	group	Zp*	
–  Fermat’s	Li2le	Theorem	

•  For	any	integer	a	and	any	prime	p,	ap-1=1	mod	p.	
–  g0,	g1	…	gp-2	mod	p	is	a	sequence	of	dis-nct	numbers,	
in	which	every	integer	between	1	and	p-1	occurs	once	
•  For	any	number	y	∈	[1	..	p-1],	∃	x	s.t.	gx	=	y	mod	p	

–  If	gq=1	for	some	q>0,	then	g	is	a	generator	of	Zq,	an	
order-q	subgroup	of	Zp*	
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Pedersen	Commitment	Scheme	

•  Setup:	receiver	chooses…	
–  Large	primes	p	and	q	such	that	q	divides	p-1	
–  Generator	g	of	the	order-q	subgroup	of	Zp*	
–  Random	secret	a	from	Zq	
–  h=ga	mod	p	

•  Values	p,q,g,h	are	public,	a	is	secret	
•  Commit:	to	commit	to	some	x∈Zq,	sender	chooses	
random	r∈Zq	and	sends	c=gxhr	mod	p	to	receiver	
–  This	is	simply	gx(ga)r=gx+ar	mod	p	

•  Reveal:	to	open	the	commitment,	sender	reveals	x	and	
r,	receiver	verifies	that	c=gxhr	mod	p	
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Security	of	Pedersen	Commitments	

•  Perfectly	hiding	
–  Given	commitment	c,	every	value	x	is	equally	likely	to	be	
the	value	commited	in	c	

–  Given	x,	r	and	any	x’,	exists	r’	such	that	gxhr	=	gx’hr’		
r’	=	(x-x’)a-1	+	r			mod	q			(but	must	know	a	to	compute	r’)	

•  Computa-onally	binding	
–  If	sender	can	find	different	x	and	x’	both	of	which	open	
commitment	c=gxhr,	then	he	can	solve	discrete	log	
•  Suppose	sender	knows	x,r,x’,r’	s.t.	gxhr	=	gx’hr’		mod	p	
•  Because	h=ga	mod	p,	this	means	x+ar	=	x’+ar’	mod	q	
•  Sender	can	compute	a	as	(x’-x)(r-r’)-1	

•  But	this	means	sender	computed	discrete	logarithm	of	h!	
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RSA	Blind	Signatures	
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