
Formalizing and Enforcing Purpose 
Restrictions in Privacy Policies

Anupam Datta
Carnegie Mellon University

18734: Foundations of Privacy 
Fall 2017



http://en.wikipedia.org/wiki/The_Matrix_(franchise)


 

 




























































































	Slide 1
	Detecting Policy Violations
	Purpose Restrictions in Privacy Policies
	Purpose Restrictions are Ubiquitous
	Slide 5
	Goal
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Planning
	Slide 13
	Auditing
	Slide 15
	Slide 16
	No False Positives
	Utility + Privacy
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Google’s Privacy Policy
	Rewards from ads
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Planning + Information Flow
	Auditing
	Auditing
	Auditing
	Slide 38
	Implications
	Prior Approaches
	Interesting Points: only-for rules
	Interesting Point: not-for rules
	Future Work
	Summary: Audit Approach
	POMDP: Formal Definition
	POMDP and Purpose
	Belief States
	Optimal Strategy

