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'We'll be back': Hong Kong protesters chant as
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Time to Hug* by Huggies®

Parenting info, Prizes and Offers! To Meet new Moms like You. : www.facebook.com/TimetoHug

Ads by Google

READ MORE »Hong Kong Protesters | "We'll Be Back' | Hong Kong | CY Leung

Polzce ofﬁcers stand guard before they move on to
remove protesters from a road written "We Will Be
Back' with tarps at an occupied area outside
government headquarters in Hong Kong.

RELATED another day."

HONG KONG: Hong Kong police arrested
pro-democracy activists and cleared most of the
main protest site on Thursday, marking an end
to more than two months of street
demonstrations in the Chinese-controlled city,
but many chanted: "We will be back".

Most activists chose to leave the Admiralty site,
next to the Central business area, peacefully,
despite their demands for a free vote not being
met. But the overall mood remained defiant.

Hong Kong Federation of Students leader Alex
Chow said: "You might have the clearance today
but people will come back on to the streets
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Google AdSense

* Website owner (Publisher) wants to earn
money

* Registers website with Google AdSense

* Google runs word analysis on website and
figures out keywords related to page



gif: Google video on AdWords

Google AdWords

Getting started

@ 1. Choose your budget

g 2. Create your ads
3. Select keywords that match your ads to potential customers

@ 4. Enter your billing information.

Keywords

owivct Keywords

Enter one keyword per kne Sample keywords,
dog toy No sampla kaywot
puppRyY toy
pugd

I3

» Advanced option. match typos

Important note: We cannot guarantee that these keywords will improve your campasgn §
add You are responmible for the keywords you nelact and for ansunng that your use of th



Ad Targeting

Google automatically delivers ads that are targeted to your content or audience. We do
this in several ways:

e Contextual targeting
Our technology uses such factors as keyword analysis, word frequency, font size,
and the overall link structure of the web, in order to determine what a webpage is
about and precisely match Google ads to each page.

e Placement targeting
With placement targeting, advertisers choose specific ad placements, or
subsections of publisher websites, on which to run their ads. Ads that are
placement-targeted may not be precisely related to the content of a page, but are
hand-picked by advertisers who've determined a match between what your users
are interested in and what they have to offer.

Interest-based advertising
= istTg enables advertisers to reach users based on their
interests and demographics (e.g. 'sports enthusiasts'), and allows them to show ads
based on a user's previous interactions with them, such as visits to advertiser
websites. To complement interest-based advertising, Ads Settings lets users view
and edit their interest categories.



Google’s Privacy Policy

When showing you tailored ads, we will not
associate a cookie or anonymous identifier with
sensitive categories, such as those based on
race, religion, sexual orientation or health.



Settings for Google ads

Ads enable free web services and content. These settings help control the types of Google ads you see.

Gender

Age

Languages

Interests

Opt-out settings

Ads on Google

Search

N/A

N/A

N/A

N/A

You've opted out of interest-based ads on Google.
Opt in to interest-based ads on Google

Google ads across the web *

X d

Google ads across the web YouTube

Female

Edit

Based on the websites you've visited

25-34| Edit

Based on the websites you've visited

English

Edit

Based on the websites you've visited

Air Travel, and 30 more |Edit

Based on the websites you've visited

Opt out

web

f interest-based Google ads across the
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AdFisher

Emulates users with fresh browser instances

Randomized assignment
Statistical analysis to find causal relations

O pen Source: github.com/tadatitam/intfo-flow-experiments



Discrimination

Ad ecosystem
Web :
b : Advertisements
rowsing
Browse websites Significant
related finding a difference ads on
new job news website

. (p < 0.000006)
Ad settings

Set the gender bit to
female or male

12



Discrimination Explanation

Female Group

Jobs (Hiring Now)
www.jobsinyourarea.co
45 vs. 8

4Runner Parts Service

www.westernpatoyotaservice.com
36 vs. 5

Criminal Justice Program

www3.mc3.edu/Criminal+Justice
29 vs. 1

Male Group

$200k+ Jobs - Execs Only

careerchange.com
311 vs. 1816

Find Next $200k+ Job

careerchange.com
7 vs. 36

Become a Youth Counselor

www.youthcounseling.degreeleap.com
Ovs. 310

13



Discrimination Explanation

100% -
90% -
80% -
70% -
60% -
50% - Fails the 80% rule for
40% -
30% - disparate impact
20% -
10% -

0%

M Female
® Male

S200k+ Jobs - Execs Only Find Next S200k+ Job
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Findings and Non-Findings

« An instance of discrimination

Policy Violat

— No claims that Google or anyone else violated any policies
G lizati
— These results might not generalize to other settings

+ Blame

— We do not assign blame

15
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Web

browsing

Transparency

Ad ecosystem

Visit top 100
substance abuse

sites

Ad settings

No effect on ad settings

Advertisements

Significant causal

effect on ads
(p < 0.000006)
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Transparency Explanations

Substance Abuse Visitors Control Group
The Watershed Rehab Alluria Alert
www.thewatershed.com/Help www.bestbeautybrand.com
2276 vs. 0 Ovs. 9
Watershed Rehab Best Dividend Stocks
www.thewatershed.com/Rehab  dividends.wyattresearch.com
362 vs. 0 24 vs. 54
The Watershed Rehab 10 Stocks to Hold Forever
(none) www.streetauthority.com
771 vs. 0 76 vs. 118

The Watershed Rehab

www.thewatershed.com/Help - Drug & Alcohol Rehabilitation Call Today For Help Now!

Ads by Google

24
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Additional Notice on Ad Settings

Ads Settings

nterests Shooter Games Edn Adventure Games, and 13 more
We use interests from your activity on websites to tailor ads to you. How it works B e-l:o re
Interests Air Travel, and 87 more Edit Adventure Games, and 11 more
From your previous activity on Google Based on the websites you've visited

Your activity on websites is used to serve interest based ads.

These categories can only control some of the Google ads you see. For instance, the interests listed here do not
reflect ads selected based on a visit to a specific advertiser’s page (remarketing) or ads selected by other A-[--t e r
advertising providers and delivered by Google’s ad platforms. How it works.

26



Additional Notice on Ad Settings

Interests Air Travel, and 87 more Edit Adventure Games, and 11 more

From your previous activity on Google Based on the websites you've visited

Your activity on websites is used to serve interest based ads.

These categories can only control some of the Google ads you see. For instance, the interests listed here do not
reflect ads selected based on a visit to a specific advertiser’s page (remarketing) or ads selected by other
advertising providers and delivered by Google’s ad platforms. How it works.
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Choice

Ad ecosystem
Web :
b : Advertisements
rowsing
Visits websites Causes significant
related to reductionin
online dating dating ads

< 0.008
Ad settings (P )

Removes interests
related to online dating

28



Choice Explanation

Keeping Dating Interest

Are You Single?

www.zoosk.com/Dating
2433 vs. 78

Top S Online Dating Sites
www.consumer-rankings.com/Dating
408 vs. 13

Why can't | find a date?

www.gk2gk.com
51 vs. 5

Removing Dating Interest

Car Loans w/ Bad Credit

www.car.com/Bad-Credit-Car-Loan
8 vs. 37

Individual Health Plans

www.individualhealthquotes.com
21 vs. 46

Crazy New Obama Tax

www.endofamerica.com
22 vs. 51

29



Experimental Design

Treatment 1 (Drug)
L i
Ll

[ S

Experimental Group

Treatment 2 (Placebo)

: A |||||(m|| (o n]uulmi
/ [mlluu{lm{nn(uulw’nu}uulm I I

I (nu[m| M Jm| |||mr]|ni& ——

Control Group
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Experimental Design

Treatment 1 (Drug)

oo s ————

v SENLI S S R A
[ LA S R A
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Treatment 2 (Placebo)

A {||||(|<[|| (o n]uulmi
/ [mllm<[lm{nn(uulw)nu[uulni "
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Control Group
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Treatment 1

Information Flow Experiment

=d

Responses Group 1

=d

Responses Group 2

Treatment 2




Experimental Design
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Information Flow Experiment

Treatment 2

Treatment 1
Treatment 2
Treatment 1

Treatment 2
Treatment 1

—

Response 1 for 1
Response 1 for 2
Response 2 for 1
Response 2 for 2

Response 3 for 1
Response 3 for 2



Cross-Unit Effects

Drug

oo o>
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Treatment 1
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Information Flow Experiments

Natural Sciences Information Flow
Natural process System in question
Population of units Subset of interactions
Treatments Inputs

Responses Outputs m

Causation Information flow
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Number of Unique Ads
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Prior Work on Behavioral Marketing

* No statistical test
* Guha*10
* Balebako*12
* Wills & Tatar 12
e Liut13 AdReveal

* Assumptions about ads
e Barford*14 AdScape
* Lecuyert14 XRay
* Englehardt*14 OpenWPM



Lives under
Drug

Dies under
Drug

Lives under
Placebo

Dies under
Placebo

42



oo oo

T s

Drug

{ (""|"'M"'"‘ll',"ﬂ',",'.'”"ﬂ'"f”m‘ e —_—

L i e

Placebo

L (”“|”'MU'|”"!””7””1?[""')’“1':’“_

[IIII(IH1i!|l|l|lMﬂ’ll}lﬁ|lli}ﬂ”lL’H;b&—

Control Grou

43



Random %) 0110 Ad 0110
.'_> Jeacl —>



Random 0110

Ecosystem

ABBA

Test statistic

(A’s from 0)
+ (B’s from 1)

l4




Random 0110

Ecosystem

ABBB

Test statistic

(A’s from 0)
+ (B’s from 1)
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Permutation Test over Keywords

30 30 31

22

19
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Permutation Test over Keywords

30 30 31
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Permutation Test over Keywords

132

119
13
E—
1,6,10,2,3 7,8,4,5,9
@ © @ ¢ ¢|¢ @ @ @ @
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Permutation Test over Keywords

101

67

44

9,6,10,2,3
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Look at all permutations

&€ & & @ €

@ @ @@ @ © @ @
@ @ @
@ @ ©

@ ¢ @ @ @

@ @ 6| @ @ @ @

And so forth...

119

67
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Randomized Controlled Trials

Experimental treatment Control treatment

-----------------------------------------------------------------------

\ |
\ |
\ \ /
\ \ /
\ \ /
\ \ /
\ \ /
\ ! \ !
. | W | | W |
. Experimental group Control group
lMeasurements

Ood Test statistic

Hypothetical scorel l Observed score

52



Our Methodology

3l experimental science
#lle Causal effects plock
Gll- Statistical significance B

e Automation

Explanations |, Clagsitier

Measurements
‘F S~value Significance Testing <—|
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Interference

System has interference from High inputs to Low outputs iff
there exists H1, H2, O1, O2, and L such that O1 # O2 and:

High inputs: H1 IR0
—_—> Low outputs: O1

Low inputs: L

—

£

and

High inputs: H2
Ad ecosystem YIS LIRe)

Low inputs: L

—



Definition of Interference

High has probabilistic interference with Low
iff

there exists H1, H2, and L such that
the distribution of Low’s outputs in
Q(H1, L)
equals not the distribution of Low’s outputs in
Q(H2, L)



Information Flow Problems

Analyst

Confidentiality Has program

Taint analysis Has program

Information Outside
usage access

Adversary

Low user

Low user

System

Protects

High input

High output

High input

56



Ana

ySIS

Access to program?

lYes

White box

Nol

Black box
Control overinputs?
Totall Partial Nonel
v
Testing Experimenting || Monitoring

57




Impossibility Results

* No sound experiments for interference

* No sound experiments for noninterference

(except degenerate ones)



Structural Equation Models

Let M be a Structural Equation Model defined by
* State, := s,

* Input; ;=1

* State, := transition_function(State,, Input,)

* Output, := output_function(State, Input,)



Structural Equation Models

Let M be a Structural Equation Model defined by
* State, := s,

* Input; ;=1

* State, := transition_function(State,, Input,)

* Output, := output_function(State, Input,)

M[Input, :=i’] is M except with

* Input, ;=1



Definition of Effect

The factor X has an effect onY given Z:=z
iff

there exists x1 and x2 such that
the distribution of Y in
M[X:=x1][Z:=2]
equals not the distribution of Y in
M|[X:=x2][Z:=2]




Theorem

* Let M, be an SEM representation of an
automation Q
* Q has probabilistic interference iff

there exists a value li for low inputs such that
High inputs have an effect on low_outputs

given Low_inputs :=liin Mg



Ad Network has interference

Visits
>

Ads

<€

Ad Network has noninterference

‘ ! V|$|ts

User infg

Ad Network
f > N
N y
Ad Network
e )
\__° y

Bids
<€

Advertiser

-

User infg

Bids
<€

Advertiser

-

>

\_
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Cross-Unit Effects with Environment

Drug

- qw|!=|l|{@1|1|'1||ﬂ|||‘|_|||‘|ﬂl|r|\jjl|mv Ie— *
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T (e —

[ S A

Placebo

e

T E————
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Rigorous Information Flow Experiments

1. Problem: blackbox information flow analysis

. Interference = Pearl’s causation

. Experimental design and statistical analysis
for adversarial setting based on permutation
testing

. Experimental results showing uses of
information by Google



Future Work

Effect size
Generalization
Assigning blame
Finding noninterference



Ads related to Michael Tschantz ®

We Found Michael Tschantz

www.whitepages.com/Michael+Tschantz
Get Phone, Address & More for Michael Tschantz, Try Free Now!

WhitePages has 1,603 followers on Google+
Name Popularity & Facts - Neighbor Search - Reverse Phone Lookup

We Found Michael Tschantz - Search Arrests, Address, Phone, etc
www.instantcheckmate.com/
Search records for Michael Tschantz.

Searches related to Michael Tschantz
michael tschantz salon michael tschantz oh

michael tschantz cmu michael tschantz hair salon
michael tschantz facebook michael tschanz

< G\ YOOO0000O( /Sle ’

Previous 2 3 4 567 8 9101 Next

Advanced search Search Help Send feedback
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Multiple Treatments

Visit jobs website

Yes No

Yes Groupy, Y Group Y, N
Visit cooking
website No GroupN,Y GroupN, N




Multiple Treatments

Visit jobs website

Yes No

Yes Groupy, Y Group Y, N
Visit cooking
website No GroupN,Y GroupN, N




Multiple Treatments

Visit jobs website

Yes No

Yes Groupy, Y Group Y, N
Visit cooking
website No GroupN,Y GroupN, N




XRay

* Reduces number of needed tests by assuming

— Monotonicity: visiting more websites only
increases the number of ads targeted to you

— Identically distributed ads

Supported: Not supported:
Visit jobs website Visit jobs website
Yes No Yes No
Visit Yes | Groupy, Y GroupY, N Visit Yes | Groupy, Y GroupY, N
cooking cooking
website No | GroupN,Y GroupN, N website No | GroupN,Y GroupN, N




AdFisher

Training
Treatments data Hypothesis
> Data > tion:
collection geheration:
, Ads =2 inputs
Experimenter
Hypothesis Testing
and adjusted p-values data
Multiple voothes Hypothesis
hypothesis KSOt eTS Hypothesis
testing and p-value testing
correction <

By hand



Sunlight

Treatments for Training
multiple factors data Hypothesis
> Data > .
: generation:
collection
. Inputs = ads
Experimenter
Interpretable hypotheses Testing Raw
and adjusted p-values data hypotheses
Multiple :qnterprr\emble Interpretable
hypothesis ypot esles Hypothesis | Interpretable o zthesis
testing and p-value testing hypotheses YPOEE
) < < formation
correction

Adapted from Lecuyer et al.



More Information

« M.C. Tschantz, A. Datta, A. Datta, and J.M. Wing.
A methodology for information flow experiments.
CSF 2015.

 A.Datta, M.C. Tschantz, and A. Datta.
Automated Experiments on Ad Privacy Settings:
A Tale of Opacity, Choice, and Discrimination.

PETS 2015
* http://www.cs.cmu.edu/~mtschant/ife/
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