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Preserve Privacy and Release Useful Statistics




Usual Differential Privacy Setting

Query f
4

A(D) = f(D)+noise

Database D



Outline

Background
— Social Networks
— Differential Privacy

The Problem
Restricted Sensitivity
Algorithms



Social Network

Vertices in a social network G

W

(e.g., doctor, lawyer, professor).

G are labeled




Local Profile Query

How many people know 2 lawyers who know each
other and 2 doctors who know each other, but the
lawyers aren’t friends with the doctors?



Differential Privacy (Dwork et al)

An algorithm A satisfies (¥}, ¥j)-differential
privacy for social networks if for any S {¥|
Range(A)

Im%‘ortant Question: When are G and
G’ are neighbors?




Edge Adjacency
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Edge Adjacency




Johnny’s mom cannot tell if he watched

Saw.
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Edge Adjacency
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Johnny’s mom may be able tell if he watches

R-rated movies.
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Vertex Adjacency




Vertex Adjacenc
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Vertex Adjacenc
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Johnny’s mom cannot tell if he regularly
watches R-rated movies.
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Differential Privacy (Dwork et al)

An algorithm A satisfies (1¥],1¥])- dlfferentlal
privacy for social networks 'if for any S ¥
Range(A)

PrA(G)i¥

for every pair of vertex adjacent social networks
Gand G’




Usual Differential Privacy Setting

Query f
4

f(D)+noise

Database D



Challenge: High Sensitivity
f(G) = “how many people in G know a ?”

f(G,)=0 f(G,)=n

4l ’ATE

€ Pl
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Previous Work

 Edge Adjacency Model
— Degree Distribution [HLM’09]
— Subgraph Counting [KRSY'11]
— Cut Queries [GRU’12, BBDS'12]

* This Work: Vertex Adjacency
— Node-level differential privacy [KNRS'12]

(Concurrent independent results)



Outline

Background

The Problem

— Interesting Queries
— Sensitivity of a Query

— Interesting Queries have High Sensitivity
Restricted Sensitivity
Algorithms



Local Profile Query

How many people know 2 lawyers who know each
other and 2 doctors who know each other, but the
lawyers aren’t friends with the doctors?
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Subgraph Counting Queries

How many copies of K3 does Facebook contain
where one node is a doctor, one node is a
professor and one node is a lawyer?
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Global Sensitivity

f(G) = “how many people in G know two pianists?”
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Global Sensitivity

Global Sensitivity of f:

GS, =max

Local Profile Queries (f):
GS;=n
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Laplacian Mechanism

The mechanism
A(G) = f(G) + Lap(GS,/|
satisfies ({¥],0)-differential privacy.

))




Privacy vs. Accuracy

A(G) = f(G) + Lap(n/
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Local Sensitivity

f(G) = “how many people in G know two pianists?”
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Local Sensitivity

Local Sensitivity of f at G:
LS/ G) = maxg.g |f(G)-f(G') |

The mechanism
A(G) = f(G) + Lap(LS{G)/{¥])
does not satisfy differential privacy.
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The Problem




PDFs with =1, n=5

A(G,)= O+Lap(1)'




Smooth Sensitivity (Nissim et al)

Problem: LS(G) itself could be highly sensitive!

A

S(x)

LSf(I) / - N d
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Smooth Sensitivity (Nissim et al)

E F
o 8
o F
0 3

sensitivity S; » satisfies

1. S 4
2. S;pp(G) <e

-smooth upper bound on the local

for all G
S (@) forall G'~G.

Theorem: The mechanism A(G) = f(G) + Lap(2 S; »(G) /

W

- satisfies (1¥
SH

Wi,

)

N

’

N

AV 4 \ M . 1 1 AVY 4 —_— AV 4 Iq I
p-differentiat-privacy-with—pa=-t/2n
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Smooth Sensitivity

Wi-smooth upper bound on the local
sensitivity S; » satisfies

1. S forall G
2. S;n(G) < e S, n(G’)  forall G'~G.

When is S; 57(G) small?
1. LS{(G) must be small.

2. For any nearby graph G’, LS{(G’) must also be
small.

32




Even the Smooth Sensitivity is High!

f(G) = “how many people in G know a ?”

both G, and G,!




Hopeless?

f(G) = “how many people know two pianists who
are friends with each other.”

G

(G,)=n-2 (G,)=0

L1 v Dwvivs v
1 ri

g ~Ccuracy iVacy
No private Ism A O€ accurate for
both G, and G,! y




Outline

Background
The Problem

Restricted Sensitivity
— Lower Sensitivity for Interesting Queries
— Challenges in Desighing Mechanisms

— Relaxed Accuracy Goal

Algorithms



Our Setting

Query f, Hypothesis H

Y

f,(D)+lower noise
Analyst Database D

e AccurateforDinH

e Differential Privacy



Bounded Degree Hypothesis

Bounded Degree Hypothesis:

H ={G | max,

W

vig) deg(v) < k}

H, Q/O/O

=

Typical:

k <<n
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Challenge Revisited

f(G) = “how many people in G know a ?”

G,

38



Restricted Sensitivity RS.(H,)




Restricted Sensitivity

nnnnnnnnnn
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o =max\f(G1)—f(Gz)\
" 66 d(G,G,)

RS, (H) = max /(G)=1 (@)

d(G,,G,)




Sensitivity over H,

Local Profile Subgraph Counting
Query Query (P)

Adjacency Smooth Restricted Smooth Restricted
Edge O(|P| klIPIt) O(|P]| Kk!PI-)

Vertex < 9 O(n|P| 1) O(|P| kIPI-l)
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Two “Strawman”-Algorithms

A(G) = f(G)+ |Lap(GS,/[¥]) | Lap(RS, (H,) /(%))

Accurate on NO YES
H,?

Private? YES NO
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Restricted Sensitivity

For k << n the mechanism
A(G) = f(G) + Lap(RSq(H,)/¥))
is accurate!

The mechanism
A(G) = f(G) + Lap(RS{(H)/{¥])
does not satisfy differential privacy for all G.
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f(G) = “how many people in G know a pianist?”

44



Privacy for All, Accuracy for Some

useful
data,
released to
the public

1. Privacy for all G

2. Accurate statistics for G (Wi H
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Outline

Background
The Problem
Restricted Sensitivity

Algorithms

— General Template

— Possibility: A General Inefficient Algorithm
— Efficient Algorithms for H, via Projections



Accuracy for Some

Hypothesis (H)
L d

6

For G{W

H, we can

WH f(G)=f,(G) define f (G) to
minimize sensitivity.
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Accuracy for Some

Hypothesis (H)
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Privacy For All

Hypothesis (H)

Answer f, in a differentially private manner.

Ideally, we would like to compute f, efficiently.

49



Outline

Background
The Problem
Restricted Sensitivity

Algorithms

— General Template

— Possibility: A General Inefficient Algorithm
— Efficient Algorithm for H, via Projections



General Construction of f,

Consider a canonical ordering G,,G,,... over all
social networks(G).

—For G, (¥] Hsetf (G) =f(G,)
—Find £,(G)eNnI,

ok )

d(G,G)RS{(H) ~ d(G,G,)RS(H)

fu(G)




f(G))

f(G)

\ )

d(G,G)RS(H)  d(G,G,)RS{(H)



Suppose for contradiction that no
value exists....

Can find two nonintersecting intervals I, and |, (j,k <i).
f(G) f(Gy)

——

d(G,G))RS{H)  d(G,G,)RS(H)

16,)-1(,
d(G,.G,)+d(G, Li) > RS, (H)




Can Find Non Intersecting Intervals
j=argmin [mg;x]
k=argmax [mxianx]

[

x€l I, =Vt<i, x€I



Suppose for contradiction that no
value exists....

Triangle Inequality G

d(Gk,G) d(Gk,G)+d(G G,

)>RSf(H)

Contradiction of Inductive Hypothesis!



Suppose for contradiction that no
value exists....

Then there must exist two intervals which don’t
intersect (j,k < i).

1£(G,)-d(6,.G, RS, (1).£(G, )+ d(G,. G, s, (1)

1/(G,)-d(G.G, )RS, (H), f(G,)+d(G,.G, )RS ,(H))

f(Gj)_f<Gk)
d(G,,G)+d\G,,G

J

)>RSf(H)



Suppose for contradiction that no
value exists....

Triangle Inequality

f(Gj)_f(Gk)> f(Gj)_f<Gk)
d\G,.G,) ~dG,.G)+d\G,,G

J Jj I

)>RSf(H)

Contradiction of Inductive Hypothesis!



General Construction of f,

Theorem: f, satisfies
1. f,(G)=1(G)
2. GS; = RS{(H)

for all G

Disclaimer: The general construction of f, is not efficient.
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Outline

Differential Privacy in Social Networks
The Problem
Restricted Sensitivity

Algorithms
— General Template
— Possibility: A General Inefficient Algorithm

— Efficient Algorithms for H, via Projections
* Edge Adjacency Model
* Vertex Adjacency



Projection onto H

60



c-smooth Projection

cd
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c-smooth Projection Lemma

f(G) f( 1(G)) satisfies:

2. GsfH_ c Rsf(H).

= f(G), and

62




Proof of (1)

63



Proof of (2)

4

C




Outline

Differential Privacy in Social Networks
The Problem
Restricted Sensitivity

Algorithms
— General Template
— Possibility: A General Inefficient Algorithm

— Efficient Algorithms for H, via Projections

* Edge Adjacency Model
* Vertex Adjacency



Edge Adjacency (

1. For each vertex v with deg(v) > k:

— Let(v,uy),...,(V, Uyee)) denote the edges incident to v
in canonical order

— Mark the edge (v,u,) for each i > k.
2. Delete all marked edges.

3. Call the resulting graph {¥j(G).




(2) WTS: For any G~G’, d({¥]

Wi(G')) < 3.



Edge Adjacency (|

wi: G v

(2) For any G~G’, d({¥j(G), {¥j(G’)) < 3.

Proof:

If E(G ) = E(G)+(u,v) then

)4

So d(

(G’) might still contain (u,v).
ii. At mostone edge (u,w,) (¥ E(}¥](G))\ E(G’).
iii. At most one edge (v,w,) (¥] E({¥](G))\ E(G’).

W

(G),

W

(G)) £ 3.
(QED)



Outline

Differential Privacy in Social Networks
The Problem
Restricted Sensitivity

Algorithms

— General Template

— Possibility: A General Inefficient Algorithm
— Efficient Algorithms for H, via Projections



High Level Picture

* Concept: Smooth Distance Estimation
— Project all Gto H,,
— Lemma: Accuracy for G in H

(leveraging smooth sensitivity)

* Constructing a Smooth Distance :?
Estimator ‘\.,\'\

— LP Rounding y

70



Nalve Projection

71



Map Close Graphs to Close Graphs

Yicd

72



Projection Lemma

2. GsfH_ C Rsf(H).

Construction is efficient in the edge
adjacency model!
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Vertex Adjacency?

* Map close graphs to close graphs in H,?
— Worked for Edge Adjacency Model

* Can’t Work! ® Why?
* |t would allow us to approximate d(G,H,).

Claim: It is NP-hard to approximate d(G,H,) to
within any constant factor (reduction from set
cover)




Reduction from Set Cover

%e (n <k items) Sets (m < k)
Sl

S

; —/ O\

d(G,H, )= Size of Optimal Set Cover

S

m

Degree =k+1 .



A New Approach

Hypothesis (H)
f A f

Leverage Smooth Sensitivity!

Vo, @R oles, )




Privacy For All

Theorem: The mechanism

A(G) = Lap

{/2 In
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Goal: Accuracy For Some

vGeH, S, ,(G)=0lk)

For Local Profile Queries




Warning!

Remaining slides are mathematicallv dense!

e
[

iy .-3.5 sl -»":' ":'. & C -*5C cos A S - Sive - _’V'f’ (7 > T"‘(T )(~ 4!
. -’ . . » I o —
- ! -
N+ C L r)en M ¥e-55 fvu)ea ‘f PN pet - etdi
Gray =1 8 TV S5 ey 0 e L Cos @YD
< ¢ % el PR A K ca . E
~ pense - Ry S “eir)e— AviUpeval>=50 = BN€C UL 4. QR Lo
Lhauw we < v P ( / ) 5=z
7 T (& /a W ey
A ¢ ' . N = ¢ § Par - S
L= 8% e gXPAG-S B e s L ke

»

-~ T 1 .3) (ury)‘-"" | * 4 g ol
¢ "o, e > u.n.{ TI_.-'_—' — ; _"‘oa $ wE Y 'S
.‘..A;L St ive A : (= ) ,Y"—ev
,1/‘,,\ ( 7 Dz li’*rcur: 5 i 2

p / ;_,_", x ) () )f D(,( E-%;t -Q . 328+ y*
P*ln)es >

LE"A
o g/d D P’u/‘f)p—cﬁ.'ﬂl

v fnt) B & Sie ° - OO
] ‘') =3 X T . 269230~ .5,_-' s JUBYHoe
ow o
L — N ' y‘ (”‘) sy ¥ Q‘
. 3. \J
et (10L) AT xS xikioy S g @
oy C
Nn-1-Asl ag (tey)rar xb2 ZY X 7
< (- © o - )
> = e (o), Gk
¢ : (s*) TR R
[ ~mel o ¥
- 2xLl A/(v A - XE 7€ r(‘(“l =y D" = ("""E(?)‘O

©johnlund.com




High Level Picture

* Concept: c-Smooth Distance Estimation

* Lemma

— Accuracy for Some

* Constructing a 4-Smooth Distance éQ
Estimator &\
— LP Rounding R'

80



c-Smooth Distance Estimation

81



c-Smooth Distance Estimation

Definition: Let (¥ 4
computable projection and let d

be an
efficiently computable function which satisfies

est

2. d_(G)=c

3. |d.(G)- 0
then d

est

-(G")| £c for G~G,

is a c-smooth distance estimator.

82



High Level Picture

* Concept: c-Smooth Distance Estimation

 Lemma

— Privacy for All, Accuracy for Some

* Constructing a 4-Smooth Distance éQ
Estimator ‘\\\f\

— LP Rounding :

83



c-Smooth Distance Estimation




Smooth Sensitivity

—

5,0, <G>=m%@d : @@mmf(@)
d=d, G

Fact 1: S, ,(G)=LS, (G)

Fact2: S, ,4(G) is!

Fact3: VGEH, SfHk,/j(G)=0<k)

85



c-Smooth Distance Estimation Lemma

and let

smooth distance estimator d

. (G)= 1 (ulG))
) H, SfHk,/), (G) = O(k).

est’

Then for every G

86



Smooth Upper Bound

s, (G)-maxex p(-ﬁw-dm(c;)))(zd+c+1>Rsf<H2k>

d=d,,(G) C

Fact 1: S, ,(G)=LS, (G)

5,4(0)2 50 -2(0,6)-.,(G) 2. (0} s, (1,

=(2d,,(G)+c+1)RS ,(H,, )

f(u(G))—f(ﬂ(G')))

d(G,G")

2(2dest(G)+C+1)maX(
G'~G



Smooth Upper Bound

Sf,,k,ﬁ<G>=maxexp(-ﬁw-desxc;»)(zd+c+1>Rsf<H2k>

dZdest (G) C

Fact 1: S, ,(G)=LS, (G)

SfHk y (G) > (2dest (G)+ c+ 1)max
G'~G

= IIGl%X (fHk (G) — fHk (G'))

fulG))-f (M(G')))

2d,_(G)+c+1

- LS, (G)



Smooth Upper Bound

S

f,,k,ﬁ<G>=maxexp(-ﬁw-dm(c;)))(zd+c+1>Rsf<sz>

dZdest (G) C

Fact2: S, ,(G) is [¥]

5, ,(G) maxew (G)))(2d+c+l)RSf (11,

d=d,,(G)
S5,,.6(G)

Max exp (G')))(2d+c+1)RSf (H, )

dZdest (G')
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Smooth Upper Bound

S

f,,k,ﬁ<G>=maxexp(-ﬁw-dwxc;)))(zd+c+1>Rsf<sz>

dZdest (G) C

Fact2: S, ,(G) is [¥]

C

exp(— é (a’ *—d,, (G)))(Zd *re+ I)RSf (sz )

S5 hax exp(—/j(d d, (G')))@d +c+1)RS (H,,)

dzd, (G')
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Smooth Upper Bound

S

fHka

dZdest (G)

C

,3<G>=maxexp(-ﬁw-dm«;»)(zd+c+1>Rsf<H2k>

Fact2: S, ,(G) is [¥]

5,,,(0) exp[ ~Lax-a, (G)))(Za’*+c+1)RSf(H2k)
5 G) e —/j(d*—dest(G')))(Zd*+c+I)RSf(HZk)
\ C
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Smooth Upper Bound

S

dZdest (G)

. +(6)=-max exp(— L(d-d,(G)

C

)(2d+c+1)RSf(H2k)

Fact 2: SHk,/;(G) is Tl

~Pla*-d,(G)

Q\%n\%

——

(d*-d.,(G))
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Smooth Upper Bound

S

f,,k,ﬁ<G>=maxexp(-ﬁw-desxc;)))(zd+c+1>Rsf<sz>

dZdest (G) C

Fact2: S, ,(G) is [¥]

S1,.(G)

SfHk 9/3

93



Smooth Upper Bound

SfHk 9/3

(G)=maxexp

dZdest (G)

( p

-~(d~d,,(G)

C

)(2d+c+1)RSf(H2k)

Fact3: VGEH, S, ,(G)

o(k)

Calculus mmm) s, ,(G)= g(g)exp(

Where

p—

g(x)

—

—

2lexp(—1
X

L4 (G)

; )RS )

Osxs;i—
c+1
2
xX>—
c+1

c+1

c+1
+—Xx

+)
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Smooth Upper Bound

Sf,,k,ﬁ<G>=maxexp(-ﬁw-d@xc;»)(zd+c+1>Rsf<H2k>

dZdest (G) C

Fact 3: VGEH,, SfHk,/)’(G)=O<k)

S,,.0(G)s g(g) exp(gdest (G))RSf ()




High Level Picture

* Concept: c-Smooth Distance Estimation

* Lemma

— Privacy for All, Accuracy for Some

* Constructing a 4-Smooth Distance éq
Estimator &\
— LP Rounding &
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c-Smooth Distance Estimation

C-smooth ¥] |d...(G,)- d.(G,)| <c

97



c-Smooth Distance Estimation via LP

min Y x, s.t Integral
VZVX S o'
\vi Proo S oe the verte
olve LP TC 0 SE
\
\vJ OF U(¥] or
g - ole LP SO ON TC
\J
¥j(G) D¢} H,
d,(G)= 42 Ay 4-Smooth: |d,, (G)— d,, (G') <4
Ve 98




Rounding the LP

min E x, st
vel’

Vv, 1=zx,=0
Vu,v, w, =0

Vu,v)EE, w,, zl-x,-x,
Vu, Ewu,vsk

VZU

—

1 Ifx,2%
yV=—<
0 o.w.
0 If x,= "%
“uv= If x,2 %
1 o.w.

e v=1 » w, 2%
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Rounding the LP

—

VZVva‘l;xv = 1 Ifx,>2%
Yy, 1= y. =0 0 o.w.
Vu,v, e,,=z0 0 Ifx,2%
Vu,v)EE, e, =1-y,-p,| "~ 0 Ifx,2%
Yu, Ee”»" <2k 1 o.w.

Keep edge <> e,, =1
Call the resulting graph

e v=1 » w, 2%

100

(G).



Rounding Facts




Reminder

and let

smooth distance estimator d

. (G)= 1 (ulG))
) H, SfHk,/), (G) = O(k).

est’

Then for every G

Furthermore, SfHk,/;(G)»ﬂ are both efficiently
computable.

102




Goal Met

Theorem: The efficiently computable

mechanism
(28 G))
4G)- 1, (0)e Lagf 22
\

preserves differential privacy for

E F
o 8
o i
[ ]

103



Differential Privacy via Restricted Sensitivity

Query f, Hypothesis H

Y

f,(D)+lower noise
Analyst Database D

e AccurateforDinH

e Differential Privacy



Summary

- Adjacency | Hypothesis
Any

A
A

Edge Yes

Vertex

Hk
Hy

g2
g3

Yes

Sensitivity
of f,
RS{(H)

3 RS((H,)
O(RS((H,,))

Local Profile Subgraph Counting
Query Query (P)

Adjacency Smooth Restricted Smooth R

Vertex n 2k+1 O(n!PI-1)

estricted

O(|P| kI*I-)

105



Open Questions

* Restricted sensitivity: Other relevant
hypotheses H and associated constructions

* Social network privacy: Alternative to vertex
adjacency

— Too weak: Information about node A also in node
B influenced by A



Thanks for Listening!

Questions?



