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Goals

Security

• End-to-end verifiability

• Coercion resistance

• Privacy

• Dispute resolution

Usability

• Compatibility with optical scan equipment

• Familiar ballot marking procedure
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Ballot Creation

• Key step

– Each ballot gets pseudorandom codes next to 

each candidate

– Invisible Ink: codes not initially visible to voter
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Voter Experience

1. Sign-in: to get decoder pen

2. Voting: by marking bubble with decoder pen

3. Create receipt: by manually transcribing 

revealed code and detaching receipt

– Marked 

“Ballot Voted”

by poll worker
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Voter Experience (2)

4. Audit Ballot (optional): voter marks all bubbles 

and notes down all codes 

– Marked “Audit Ballot” by poll worker

– Not included in result count

5. Post-Election Voter Verification

– Check for ballot# that correct 

confirmation code is posted 

on election website

– Challenge: How to enable verifiability

while protecting coercion-resistance, privacy?
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Checking the Tally

• How can we audit the election tally?

– Table S has counts for each candidate

– Check flags mapped unchanged from table Q 

through R to S
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Checking the Tally (2)

• Use Table R:

– For each row, randomly ask to open either Q-

or S- pointer

– Q-pointer connects a revealed code in table 

Q- to a flagged row of table R OR connects 

hidden code to unflagged row 

– Each revealed S-pointer either connects a 

flagged element in R to a flagged element in 

S or an unflagged element to an unflagged

element 
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Checking Receipts

• How can a voter check that her vote was 

counted?

• Use Table Q:

– Ballot id identifies row

– Check confirmation code matches her receipt

– If not, file a dispute
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Dispute Resolution

• Voter claims confirmation code on her 

receipt does not match one in Table Q

• Step 1: Election officials can publicly open 

commitments to other codes on the voter’s 

ballot; if they don’t match claimed code 

eliminate dispute
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Dispute Resolution (2)

• Step 2: Statistical trigger for deeper 

investigation

Example:

N = # candidates = 5  

C = codespace = 8000

D = #disputes = 1000

p = prob of randomly guessing code = 0.0005

G = # of plausible discrepancies

E[G] = m = Dp = 0.5
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Dispute Resolution (2)

Set trigger = t  such that the prob of obtaining at least t 

plausible discrepancies if all filed disputes are random 

guesses is less than 1% 

Pr[G – m>= r] <= (em/r)r

Using r = 4.5: Pr[G>=5] <= 0.0046 <0.01

So set t = 5

If at least 5 out of the 1000 disputes filed are plausible 

discrepencies, then an investigation should be instigated
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Possible Attacks + Defenses

• Adversary adds a mark to an empty cast 

ballot (i.e. voter abstained)

– Voter can detect manipulation but has no 

proof that she abstained

– Defense: Add a “None of the above” option

• Repeated confirmation codes on a ballot

– Defense: Random half of ballots are audited; 

fraudulent ballots will be detected
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Possible Attacks + Defenses

• Adversary modifies vote tally by flipping 

flags in tables Q, R, S

– Defense: Detected by randomized partial 

checking of Q- and S- pointers in R; 

probability that adversary modifies k pointers 

without being detected in 1/2k
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Coercion-Resistance Result

• Coercer gets receipts of all coerced voters

• Not resistant to forced abstention attacks

– Unless “None of the above” is an option

• Not resistant if workstation is 

compromised

– Need PRNG and scanner to be honest

• Not resistant unless at least one election 

official is honest

– Secret sharing used to seed PRNG
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• Thanks to Ralf Kuesters for providing a 

number of slides
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