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Message Integrity

MAC padding




Recall: ECBC-MAC

m[0]

Let F: KxX—X beaPRP

Define new PRF F.gc: K? x XSt — X

tag




What if msg. len. is not multiple of block-size?

tag




CBC MAC padding

Bad idea: pad m with 0’ s

m[0] M[1] | — m[0] m[1] | 0000]

Is the resulting MAC secure?

O  Yes, the MAC is secure
O It depends on the underlying MAC
——> O No, given tag on msg M attacker obtains tag on mll0

O
Problem: pad(m) = pad(mllO0)



CBC MAC padding

For security, padding must be invertible !

My # M,

= pad(mg) # pad(m,)

ISO: pad with “1000...00".

Add new dummy block if needed.

— The “1” indicates beginning of pad.

m[O]

m[1]

m’[0]

m’[1]

—
—

m[0]

m{1) [100]

m’[0]

m’[1] |1000...000




CMAC (NiST standard) (4,5, ) dorinf

Variant of CBC-MAC where  key = (k, ky, k) from i
* No final encryption step (extension attack thwarted by last keyed xor)

* No dummy block (ambiguity resolved by use of k; or k,)

m[0] m[1] |+++m[w][100] m[0] m[1] J-+<[ mlw]

|t | | 8 e
- -
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Message Integrity

PMAC




ECBC and NMAC are sequential.

Can we build a parallel MAC from a small PRF ?7?



Construction 3: PMAC — parallel MAC

P(k, i): an easy to compute function

m[0]

m[1]

m[2]

m[3]

key = (k, k;)

Padding similar

Let F:KxX—X beaPRF

Define new PRF F, ¢ : K% x XSt — X

P(k,0) P(k,1) — P(k,2) P(k,3)4'é|-)
to CMAC
@4//

v




PMAC: Analysis

PMAC Theorem: For any L>0,

If Fis a secure PRF over (K,X,X) then
Foumac IS @ secure PRF over (K, X=t, X).

For every eff. g-query PRF adv. A attacking Fy\ac
there exists an eff. PRF adversary B s.t.:

AdVpee[A, Fopacl £ Advpge[B, F] + 292 L2/ |X]

PMAC is secure as long as gL << |X|1/2



PMAC is incremental
[—am[/]

Suppose F is a PRP. {0 ol
P(k,0)> P(k,1) > P(k, 2)—> P(k,3)>
wnen ) = s ﬁg
can we quickly update tag?

no, it can’t be done
do F(k,tag) ® F(k, m'[1] @® P(k,1)) =

do F(ktag) @ F(k,, m[1] & P(k,1)) & F(k, m’[1] & P(k,1))
(_ O do tag @ F(k, m[1] ® P(k,1)) @ F(k,, m’[1] @ P(k,1))

Then apply F(k,, *)

O O O




Construction 3: HMAC (Hash-MAC)

Most widely used MAC on the Internet.

... but, we first we need to discuss hash function.
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