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Stream ciphers

Attacks on OTP and
stream ciphers




Review

OTP: E(kM)=m&@k , D(kc)=c@Pk

Making OTP practical using a PRG:  G: K — {0,1}"

Stream cipher: E(k,m)=m & G(k) , D(k,c)=c&® G(k)

Security: PRG must be unpredictable (better def in two segments)



Attack 1: two time pad is insecure !!

Never use stream cipher key more than once !!
C, < m; @ PRG(k)
C, < m, ® PRG(k)

Eavesdropper does:

C,D®C - m; ® m,

Enough redundancy in English and ASCIl encoding that:
m®m, - m;, m,



Real world examples

e MS-PPTP (windows NT):
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Need different keys for C—S and S—C



Real world examples

802.11b WEP:

T m [ crem)
PRG( IV Il k)

- ciphertext

Length of IV: 24 bits
* Repeated IV after 2?4 = 16M frames
* Onsome 802.11 cards: |V resets to O after power cycle

Ak



Avoid related keys

802.11b WEP:
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>

ciphertext

For the R4 FRG-
key for frame #1: (11l k) FMS20ad == Can recover 1K
after (o‘ Lrames
key for frame #2: (2 Il k)
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A better construction
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= now each frame has a pseudorandom key

better solution:

use stronger encryption method (as in WPA2)



Yet another example: disk encryption
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Two time pad: summary

Never use stream cipher key more than once !!

Network traffic: negotiate new key for every session (e.g. TLS)

Disk encryption: typically do not use a stream cipher



Attack 2: no integrity (OTPis malleable)

enc ( Pk)
m > m@:k
D
[
mPp e (Bk) (mDk)Sp

Modifications to ciphertext are undetected and
have predictable impact on plaintext




Attack 2: no integrity (OTPis malleable)

From: Bob ene (@k) > From:i:-Bob 69
“«
From: Eve < dec ( Dk) From:: Eve
Bob E v e Bbp Eve
42 6F 62 45 26 65 07 14 oF o (¢ o

Modifications to ciphertext are undetected and
have predictable impact on plaintext



End of Segment
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PRG Security Defs




Let G:K — {0,1}" be a PRG

Goal: define what it means that

[rEXK, abpt £

is “indistinguishable” from

[ - éﬂ/ép;/j‘l abpt rl



Statistical Tests

ko'{ rau /o}h

Statistical test on {0,1}": ) /* rau dos

analg. A s.t. A(x) outputs “0” or “1”

Examples:

) A= fF / H#olx) - #l[x// < ol
) A=l KL [ ool - .g/ < o (7
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Statistical Tests

More examples:

(3) Ald=l FF masraed=0(5) < [0 log. (n)

o
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Advantage

let G:K —{0,1}" beaPRG and A astat.teston {0,1}"

Define:

Adv,, [1.6]= R [ﬂ/az//ﬂ] f):{ [#G)=] / elon

Adv clse to L =D 4 can dist. G From vandom
A Av close to o = /4 CanmoC

Asilly example: A(x) =0 = Advys[AG]= O



Suppose G:K —{0,1}" satisfies msb(G(k)) =1 for 2/3 of keys in K

Define stat. test A(x) as:
if [ msb(x)=1 ] output “1” else output “0”

Then
Advies [AG] = | PrLA(G(K)=1] - Pr[A(r)=1] | =

| 2/3-1/2 | = 1/6



Secure PRGs: crypto definition

Def: We say that G:K —{0,1}" is a secure PRG if
V "e_{'_,('" S{a‘[. {?S{S A

A ﬂ((/ . [ 1 5.] ¢S "/rej /c‘gc‘é/e !

Pr

Are there provably secure PRGs? Unknown (=> P != NP)

but we have heuristic candidates.



Easy fact: a secure PRG is unpredictable

We show: PRG predictable = PRG isinsecure

Suppose A is an efficient algorithm s.t.

P [ Alsta) )= “ ]> L.g
IL“E"'Q'( L. ¢

for non-negligible € (e.g. €=1/1000)



Easy fact: a secure PRG is unpredictable

Define statistical test B as:

fog= | F A =X ot L
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Thm (yao’82): an unpredictable PRG is secure

Let G:K —{0,1}" be PRG
“Thm”: if Vi€e{0,..,n-1} PRG G is unpredictable at pos. i

then G is asecure PRG.

If next-bit predictors cannot distinguish G from random
then no statistical test can !!



Let G:K —{0,1}" be a PRG such that
from the last n/2 bits of G(k)
it is easy to compute the first n/2 bits.

Is G predictable for somei € {0, ..., n-1} ?

O Yes £—
O No



Let G:K — {0,1}" be a PRG

Goal: define what it means that

[rEXK, abpt £

is “indistinguishable” from

[ - éﬂ/ép;/j‘l abpt rl



Secure PRGs: crypto definition

Def: We say that G:K —{0,1}" is a secure PRG if
V "e_{'_,('" S{a‘[. {?S{S A

A ﬂ((/ ) [ 4} 5.] s "/rej /c‘géé/e !
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More Generally

Let P, and P, be two distributions over {0,1}"

Def: We say that P, and P, are
computationally indistinguishable (denoted Ezpﬁ )

YO v 4 P clat, Lesids A
- [ald=))— B [A0I=(]| < he;ﬁg(éé

x<1f xR

Example: a PRGissecureif {k«“K: G(k)} =, uniform({0,1}")
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End of Segment



