
Use Case

● Espionage
○ Alternative to dead drops

● Secure, discrete information 
transfer
○ Difficult to intercept
○ No RF signals
○ No physical connection
○ No traces

Description Requirement

Data Transmission 
Range

1 m

Allowable Angular 
Error

0.5 to 2 degrees

Ambient Light Constant indoor ambient 
light

Max Optical Power 5 mW (Class IIIa)

Error Detection Detect 2 bits, Correct 1 bit

Minimum Data 
Transmission Speed

4 Mbps (50 pdf pages per 
second)

Power USB Power Delivery 
compatible

https://www.cnn.com/videos/us/2016/06/21/what-is-a-dead-drop-declassified-mike-rogers-orig.cnn


Design Requirements

Description Requirement

Minimum hardware bitrate 5.67 Mbps = 4 Mbps x 1.417

Max combined rise/fall time of optical signal 
chain

70.5 ns = (1 / (5.67 Mbps / 2)) x 0.2

Minimum input voltage 7 V

Minimum Photocurrent 5 μA

Max allowed bitrate between FPGA and PCB 25 Mbps

Laser radius @ 1m 0.87 cm - 3.5 cm



Solution Approach



PCB Design

● 12 Mbps max
○ 6 Mbps per laser

● Backup plans included
via pullup/down, 0Ω
resistors, and DNPs

● Ambient light filtering



Comms Protocol

● Send data in packages
● 1 package 512 bits (64 bytes)

○ Start Sequence
○ Package ID
○ 60 bytes data
○ Hamming encoding

● UART-based over 2 lasers
● 32-bit timeout



● USB VCP implementation
● Clarifications:

○ Packet Dictionary: Tag ID key, index in 
package to read from as data

○ Packet Priority Queue: Stores packets, 
Tag ID as priority for reconstruction

○ Error Queue: Queue of Tag ID’s where 
error was detected for retransmission

Software
Sender

Receiver



FPGA Logic



Implementation Plan

Hardware Software

COTS ● Laptop
● DE0-CV FPGA
● Lens

● FT_PROG (configuration)
● FTDI Driver (VCP)
● USB protocol handling (FTDI chip)

Custom ● Laser Transmitter Circuit
● Laser Receiver Circuit
● Power Circuit
● USB Interface
● Lens Housing

● Communication protocol
● FPGA code
● CPU software
● Error detection and correction
● File reconstruction
● Handshaking



Budget



Test, Verification, Validation

Laser Test: transmit 5.67 MHz square wave between 2 devices at 1m, measure 
that FPGA receives lines with oscilloscope to verify signal cleanliness

USB Test: echo data at 5.67 Mbaud between FPGA and laptop, verify no errors

Full Speed/Latency Test: transmit a file to/from the same laptop, time 
transmission

Full Range Test: test with 2 laptops at 1m, time receiving laptop to verify speed

Error Correction Test: inject messages with 1 and 2 bit errors. Verify errors are 
corrected and detected, respectively

Power Test: measure current draw from a 9V power supply. Verify it is < 3A



Project Management

Integration



Conclusion

● Securely and discretely transmit data via lasers
● Use FPGA and custom PCB to convert between USB and dual laser 

communication protocol

https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.independent.co.uk%2Farts-entertainment%2Ffilms%2Fnews%2Fno-mr-bond-i-expect-you-to-die-showdown-between-goldfinger-and-sean-connery-voted-greatest-james-bond-moment-8435196.html&psig=AOvVaw1ZK3VqbeSqOg0jT8JbOwu8&ust=1676738791592000&source=images&cd=vfe&ved=0CA8QjRxqFwoTCPiv7vKAnf0CFQAAAAAdAAAAABAE

